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3.1. Muc tiéu: Hoc phan nay cung cip cho sinh vién mot khéi luong kién thirc tuong ddi hoan chinh
ve€ phuong phap xay dung nhimg giai phap an toan cho cac h¢ thong may tinh va mang may tinh. Sau
khi hoc xong hoc phan nay, sinh vién c6 dugc nhitng kha nang sau:

Giai thich dugc thé nao 1a an toan hé théng va an ninh mang.

Mo ta dugc cac yéu cau co ban cho 1 hé thong mang an toan

Trinh bay dugc nhimg nguy co, cic d6i tuong tin cong, cic dang tan cong va mot sd k¥
thuat xAm nhap hé thong may tinh va mang may tinh. Str dung duogc 1 sb cong cu quét va
kiém tra hé thong.

Trinh bay cach thirc hoat dong cua céc phén mém c6 hai 1 hé théng may tinh, tor d6 van
dung cac k¥ thuat dé phong chdng va gia c6 hé thong.

Hiéu dugc cac kién thirc nén tang vé bao mat nhu: mat mi, cac thuat toan bim va thuat
toan ma hoa, khoa bi mat va khoa cong khai, chir ky 30, chung chi sb, ha tﬁng khoa cong
khai...

Trinh bay va cai dit dugc cac co ché an toan cho cac thiét bj mang. Cau hinh duoc céac
tinh ning an toan co ban cho cac thiét bi mang.

Hiéu va xay dung dugc cac mo hinh mang an toan.

Hiéu va van dung dugc cac giai phap an toan cho dudng truyén mang va cac dich vu mang
trén Internet.

Hiéu, van dung va cai dit duoc mot s ki thuat, giai phap va cong nghé an ninh mang phd
bién hién nay nhu: ching thyc, ma hoa, tuong ltra, mang riéng ao, hé théng phat hién xam
nhép.

Hiéu dugc cach quan Iy va diéu hanh mot hé thdng mang an toan.

3.2. Phuong phép giang day: giang day 30 tiét 1y thuyét trén 16p, thuc hanh 30 tiét trén cac moé hinh
mang gia 1ap.

3.3. Panh gia hoc phan: Kiém tra giira ky : 40 %; Thi cudi ky: 60 %
4. Pé cuong chi tiét: S6 tiét
Chuwong I — Tong quan vé an toan h¢ thong va an ninh mang 8
e Khai ni¢m an toan mang, su can thiét ctia an toan mang
e Cac tiéu chi ctia 1 hé¢ thong mang an toan
e Céc hinh thirc tin cong trén mang
e Mot s6 ki thuat tdn cong trén mang



e Céc phdn mém co hai
e Mo hinh AAA trong thiét ké hé thong mang an toan.
Chuong II — An toan cho cac thiét bi mang 2
e Tangvatly
e Tang lién két dit lidu
. Tﬁng mang
e Tiang van chuyén va ting tmg dung.
Chuwong I1I — Gia c6 hé thong 4
e Gia cb hé diéu hanh mang
e Gia cb ting dung
e T6 chirc chinh sach an ninh mang, c6 budc diéu tra xAm nhap.
Chuong IV — Ciin bin vé mat mi 2
Kai niém mat ma
Céc thuat toan ma hoa thong dung hién nay
Khai niém khoa bi mat va khoa cong khai
Ung dung ctia mat ma trong viéc xay dung dich vu mang
Chir ky s6 va chung chi s6
e Quan Iy khoa va chung chi sb, ha ting khoa cong khai.
Chuong V — An toan trong truyén thong 6
e Giai phap trong truy cap tu xa
e Giai phap trong mang khong day, mang riéng ao
e (Céc truy cap lién mang.

Chuong VI — Ciac mé hinh mang an toan 2
e DMZ
e VLAN
e NAT

Chuong VII — Twong lira 2

e Khai niém
e Phan loai tuong lira, cac quy tac, bo loc
e Gidi thidu mot sb tudng lira phd bién hién nay.
Chuwong VIII — H¢ thong phat hién va ngiin ngira xim nhip 2
e Khai ni¢m - Phuong thirc hoat dong
e Gi6i thiéu mot s hé thdng ngin ngira xAm nhép phd bién hién nay
Chuong IX — Quan Iy hé thong an ninh mang 2
e Phan quyén
e Quan ly rai ro
e Tap huan va lap tai liéu cho 1 hé thong mang an toan.
Thue tip: Gom 6 budi theo cac chii dé sau 30
T4n cong trén mang
Gia ¢ hé thong
Chir ky s6 va ching chi sé
An toan cho cac thiét bi mang
Tuong lira va hé théng phat hién xam nhap
VPN.
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