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TOng quan

e Muc tiéu: cac ham bam (H) tao ra ban nhan dang (fingerprint) cho mot
tap tin, thong diép hay mot khi dit liéu truyén di nham kiém tra tinh
toan ven.
» Cac dac diém
e H cd thé dugc ap dung trén khdi dir liéu cé do dai bat ky
e H tao dau ra co do dai co dinh
e H(x) tinh todn moi x tuong d6i dé dang, tao diéu kién cho viéc cai
dat trén phan ci’ng lan phan mém dugc thiét thuc

o VGi bat ky gia tri bam h, khdng thé tinh dudc x sao cho H(x)=h. Hay
H dudc goi la ham mot chiéu

 Tinh bén xung dot yéu (weak collision resistance): vGi bat ky
gia tri x, khong thé tinh dugc y # X sao cho H(y) = H(x).

 Tinh bén xung c'lot manh (strong collision resistance): Khong
thé tinh dugc mot cdp (X, y) sao cho H(x) = H(y)




Giai thuat MD5

« Phat trién bdi Ron Rivest tai dai hoc MIT

o Input: thong diép vadi do dai bat ky

» Output: gia tri bam (message digest) 128 bits

o Giai thuat gom 5 buGc thao tac trén khoi 512 bits




Giai thuat MD5 — Nguyén ly

e Budc 1: nhoi dir liéu
e Nhoi thém cac bits sao cho dir lieu co6 d6 dai I = 448 mod 512 hay /
=n *512 + 448 (n,l nguyén)
e Luon thuc hién nhoi dir liéu ngay ca khi dit liéu ban dau cé do dai
mong mudn. Vi du, dif liéu cé dd dai 448 dugc nhdi thém 512 bits dé
dudc do dai 960 bits.

e SO lugng bit nhoi thém nam trong khoang 1 dén 512
e Cac bit dudc nhoi gom 1 bit “1” va cac bit 0 theo sau.
] = 448 (mod 512)
K Dits Padding




Giai thuat MD5 — Nguyén ly

e Budc 2: thém vao do dai
» D0 dai ctia khéi dir liéu ban dau dugc biéu dién dudi dang nhj phan
64-bit va dugc thém vao cudi chudi nhi phan két qua cua budc 1
e NEu do dai cua khoi di lieu ban dau > 254, chi 64 bits thap dugc su
dung, nghia la gia tri dugc thém vao bang K mod 264
e Két qua co dugc tu 2 budc dau la mot khoi dir liéu co do dai la boi
s6 clia 512. Khai dit liéu dudc biéu dién:
Bing mot day L khdi 512-bit Y, Yy,..., Y,
Bang mot day N tu’ (word) 32-bit My, M, My.;. Vay N =L x 16 (32x 16
= 512)

L x 512 bits = N x 32 bits
< >

912 bits X 512 bits 912 bits 512 bits

< - . -
« N > < > <
- m - - - %




Giai thuat MD5 — Nguyeén ly

e Budc 3: khai tao bo dem MD (MD buffer)

e MOt bo dém 128-bit dugc dung luu trii cac gia tri bam trung
gian va két qua B6 dém dugc biéu dién béng 4 thanh ghi 32-
bit vGi cac gia tri khai tao ¢ dang little-endian (byte co trong
s6 nho nhat trong tir nam & dia chi thap nhat) nhu sau:

A =67452301

B = EF CD AB 89
C =98 BADCFE
D=10325476

o Cac gia tri nay tuong ducng vdi cac tu 32-bit sau:

A =01234567

B =89 AB CD EF
C = FE DC BA 98
D=76543210




o

Giai thuat MD5 — Nguyén ly

o BudGc 4: xur ly cac khoi dir liéu 512-
bit

e Trong tam cua giai thuat la ham
nén (compression function) gom 4
“vong” xu' ly. Cac vong nay co cau
trdc gibng nhau nhung st dung cac
ham luan ly khac nhau gom F, G, H
va I

FX,Y,Z2) =XAYV XAZ
GX,Y,2)=XAZVYA Z
H(X,Y,Z) = X xor Y xor Z
I(X,Y,Z) = Y xor (X v "2)

e Mang 64 phan tu dudc tinh theo
cong thuc: T[i] = 232x abs(sin(i)), i
dugc tinh theo radian.

e K&t qua cua 4 vong dugc cong (theo
modulo 232 v&i dau vao CV, dé tao
CVq+1

Ay By Cy Dy
F, T[1...16], X[i] )

Ay By Cy Dy
H, T[33..48], X[ 3i]
16 steps

Ay B C Dy

I, T[49...64], X[ 4i]
16 steps

L

Yy Yy Yy Yy
CIEIEIED
4 y y A §

128
Note: addition (+) is mod 22

CVyi1

Figure 9.2 MDS5 Processing of a Single 512-bit Block
(MDS Compression Function)




e Cac gia tri trong bang T

Giai thuat MD5 — Nguyén ly

T[1] = d76aa478
T[2] = e8c7b756
T[3] = 242070db
T[4] = clbdceee
T[5] = f57c0faf
T[6] = 4787c62a
T[7] = a8304613
T[8] = fd469501
T[9] = 698098d8
T[10] = 8b44f7af
T[11] = ffff5bb1
T[12] = 895cd7be
T[13] = 6b901122
T[14] = fd987193
T[15] = a679438e
T[16] = 49b40821

T[17] = f61e2562
T[18] = c040b340
T[19] = 265e5a51
T[20] = e9b6c7aa
T[21] = d62f105d
T[22] = 2441453

T[23] = d8a1e681
T[24] = e7d3fbc8
T[25] = 21elcdeb
T[26] = c33707d6
T[27] = f4d50d87
T[28] = 455al4ed
T[29] = a9e3e905
T[30] = fcefa3f8

T[31] = 676f02d9
T[32] = 8d2a4c8a

T[33] = fffa3942

T[34] = 87711681
T[35] = 6d9d6122
T[36] = fde5380c
T[37] = adbeead4
T[38] = 4bdecfad
T[39] = fébb4b60
T[40] = bebfbc70
T[41] = 289b7ec6
T[42] = eaal27fa
T[43] = d4ef3085
T[44] = 4881d05

T[45] = d9d4d039
T[46] = e6db99e5
T[47] = 1fa27cf8

T[48] = c4ac5665

T[49] = 4292244
T[50] = 432aff97
T[51] = ab9423a7
T[52] = fc93a039
T[53] = 655b59c3
T[54] = 8f0ccc92
T[55] = ffeff47d
T[56] = 85845dd1
T[57] = 6fa87e4f
T[58] = fe2ce6el
T[59] = a3014314
T[60] = 4e0811al
T[61] = f7537e82
T[62] = bd3af235
T[63] = 2ad7d2bb
T[64] = eb86d391

\_




Giai thuat MD5 — Nguyeén ly

e Budc 5: Xuat két qua
e Sau khi xi' ly hét L khoi 512-bit, dau ra cua lan xI' ly thir' L la gia tri
bam 128 bits.
o Giai thuat MD5 dugc tdm tat nhu sau:

e CVp =1V
* CVq.1 = SUMz[CVq, RFi(Yq, RFH(Yq,RFG(Yq,RFr(Yq,CVg))))]
e MD = CVL—l

e V@i cac tham so
e IV: b6 dém gom 4 thanh ghi ABCD
* Yq: khoi dir liéu thor g gom 512 bits
e L: sO khoi 512-bit sau khi nhoi di liéu
e CV,: dau ra cua khoi thur g sau khi ap dung ham nén
e RF,: ham luan ly str dung trong cac “vong” (F,G,H,I)
e MD: message digest — gia tri bam
e SUMs;,: cdng modulo 232

o




Giai thuat MD5 — Ham nén

« M0i vong thuc hién 16 budc, moi A B

budc thuc hién cac phép toan dé

cap nhat gia tri buffer ABCD, moi

budc dugc mo ta nhu sau

c A& B+ ((A+FBCD) + Xkl .
+ T[i]) <<<9)

e A,B,C,D: cac tu cua thanh ghi K,

e F: moOt trong cac ham F,G,H,]I

e <<< s :dich vong trai s bits =5

e M ~ X[k]: tur 32-bit thr k cua
khoi dir liéu 512 bits.k=1..15

M
|

o K ~ T[i]: gia tri th(r'i trong W
bang T.

e +: phép toan cong modulo 232 A B

o




Giai thuat SHA-1

» Secure Hash Algorithm (SHA) phét trién béi

National Institute of Standard and Technology
(NIST)

« Dau vao: thong diép vai do dai toi da 254 bits
» Dau ra: gia tri bam (message digest) co do dai
160 bits

o Giai thuat gom 5 buGc thao tac trén cac khoi 512
bits




R I N N Y 4
Giai thuat SHA-1 — Nguyen ly
e Budc 1: nhoi them dir liéu
e Thong diép dudc nhoi thém cac bits sao cho do dai I = 448
mod 512 hay I = n ¥ 512 + 448 (n,] nguyén)
e Thong diép luon luon dugc nhoi thém dir liéu
e SO bits nhoi thém nam trong khoang 1 dén 512
e Phan dir lieu nhéi thém bao gom mot bit 1 va theo sau la cac
bit 0
e Budc 2: thém vao do dai
» D0 dai cta khdi dif liéu ban dau dugc biéu dién dudi dang nhi
phan 64-bit va dudc thém vao cudi chudi nhi phan két qua
cua budc 1
DO dai dudgc biéu dién dudi dang nhi phan 64-bit khong dau
o KEt qua co dugc tu 2 buGc dau la mot khoi dir liéu co do dai
la bdi s6 clia 512. Khéi dit liéu dugc biéu dién:
Bang mot day L khd6i 512-bit Yy, Yy,..., Y.

Bang mot day N tu (word) 32-bit My, M, My.,. Vay N = L x 16
(32 x 16 = 512)




Giai thuat SHA-1 — Nguyén ly

e Budc 3: khai tao bo dem MD (MD buffer)

e MOt bo dém 160- bit dugc dung Iuu trr cac gia tri bam trung
gian va két qua B6 dém dudc biéu dién béng 5 thanh ghi 32-
bit vGi cac gia tri khdl tao & dang big-endian (byte cé trong s6
IGn nhat trong tU nam & dia chi thap nhat) nhu’ sau:

A =01234567
B =89 AB CD EF
C = FE DC BA 98
D=76543210
E=C3D2E1FO

e Cac gia tri nay tuong ducng vdi cac tu 32-bit sau:

A =01234567
B =89 AB CD EF
C = FE DC BA 98
D=76543210
E=C3D2E1FO




Giai thuat SHA-1 — Nguyeén ly

» Budc 4: xtr ly cac khoi dir liéu 512-bit

» Trong tam cua giai thuat bao gom 4 vong
Iap‘thL_rcuhlen, taE ca EISO buac. o SRR

e 4 vong lap co cau truc nhu nhau, chi khac |
nhau & cac ham logic fy, f;, fs, fs )

o MOi vong c6 dau vao gdm khéi 512-bit hién LLEL
thdi va mot bo dém 160-bit ABCDE. Cac —{_ S )
thao tac sé cap nhat gia tri bo dém

e M&i budc s dung mdt hings6 K, (0 <t< (S )
79)

K. = 5A827999 (0 < t < 19) ‘5&; ol

Ki = 6ED9EBAL (20 < t < 39)
Ki = 8F1BBCDC (40 < t < 59)

K, = CA62C1D6 (60 < t < 79) Ay
e Dau ra clia 4 vong (budc 80) dugc cong vdi AT o e 1 2-bl Block

\_ dau ra clia budc CV, dé tao ra CV,,, -/




Giai thuat SHA-1 — Nguyén ly

» Budc 5: xuat két qua

 Sau khi thao tac trén toan bo L blocks. Két qua cua
khoi th(r L [a bang bam 160-bit
e Giai thuat dudc tdm tat nhu sau:

CVp = IV
CVg.1 = SUMs,(CV,, ABCDE,)
MD = CV,

e VGi

IV = gia tri khdi tao cua bo dém ABCDE

ABCDE, = dau ra cua ham nen trén khoi thur g

L = sO khoi 512-bit cua thong diép

SUMs, = phép cong modulo 232 trén tung tu (32 bits) cua
dau vao

MD = gia tri bam




Giai thuat SHA-1 — Ham nén

« Giai thuat thuc hién tat ca 80 budc, moi
budc dugc mo ta nhu sau: A B I ( D ‘ E

e ACE+f(t, B, C, D)+ S(A) + W, +

3 N

e B&CA F

C < S3(B)

e D&C

e E<SD

e Trong do

N

e AB,C,D,E = cac tu trong bd dém <<<

t = s0 th{ tu’ cua budc

F(t,B,C,D) = lam logic tai buGc t

Sk = dich vong trai k bits
W, = tu thir' t cua khdi diT liéu

K = héng sd A B ( D E

\_°* t+= phép cong modulo 232




Giai thuat SHA-1 — Ham nén

e Cacham f

BuGc Ham Gia tri
(0<t<19) f; = f(t,B,C,D) (BAC)V ('BAD)
(20t 39 |f,=f(tB,CD) B xor C xor D

(40 <t <59 |f3=f1(tB,C,D) (BAC)Vv (BAD)V (CAD)
(60 <t<79) |fs=f1(tB,C,D) B xor C xor D

e Tu 16 tu 32-bit tu’ khdi dir lieu dau vao, ma rong thanh 80 tu W,
— V@i 0 <t < 15, gia tri W, 18y truc ti€p tur khéi dir liéu
— V@it > 15 : W, = SY(W,_15 xor W,_14 xor Weg xor W,_3)




So sanh MD5 va SHA-1

o Kha nang chong lai tan cong brute-force:
 DE& tao ra théng diép co gid tri bam cho trudc, can 2128 thao
tac vGi MD5 va 210 vgi SHA-1
« D& tim 2 thdng diép cd cung gid tri bam, can 264 thao tac Vi
MD5 va 280 vgi SHA-1
e Kha nang chong lai tham ma (cryptanalysis): ca 2 déu co cau
trdc tot
e Toc do:
e Ca hai dua trén phép toan 32 bit, thuc hién tot trén cac kién
trdc 32 bit
e SHA-1 thuc hién nhiéu han 16 buGc va thao tac trén thanh ghi
160 bit nén tot do thuc hién cham han
» Tinh don gian: ca hai déu dugc md ta don gian va dé dang cai
dat trén phan ci'ng va phan mém




Ham bam - Ung dung

» Key Stretching (tao khda bi mat tir mat khau)

» Integrity checking (kiém tra tinh toan ven di liéu)

 HMAC - Hashed Message Authentication Code
(ma chung thuc thong diép si’ dung ham bam)

o Ch{r ky dién tu




Ham bam trong Python

« Ham bam md5:

import hashlib

input data = "hello world”

result = hashlib.md5 (1input data.encode())
fprprinting the equivalent hexadecimal wval.
print (result.hexdigest ())




Ham bam trong Python

e« Ham bam shail:

import hashlib

input data = "hello world”

result = hashlib.shal (1nput data.encode())
fprprinting the equivalent hexadecimal wval.
print (result.hexdigest ())




Mat m3 hoa dua trén mat khau

(PBE)

» Khoa cua DES:
e Chiéu dai 56 bits (trong thuc t€é cai dat can 64 bits)
e Phirc tap, Khd nhé
= S dung méat khau (password)
o Chiéu dai thay doi, khéng phai lGc nao cling c6 64
bits (hay 8 ky tu)

= Mat ma hoda dua trén mat khau
e B&m mat khau co kich thudc bat ky thanh khda cé
dung 64 bits.




4 N
Mat ma hda dua trén mat khau (PBE)

e Password Based Encryption
o Két hgp mot ham bam va mot
giai thuat ma hoa doi xirng
dé mat hda dir liéu.

Mat khau




Mat m3 hoa dua trén mat khau

(PBE)

» PBE hoat dong dua trén ca ché cac ham bam.
« Dau vao:

e MOt password

o MOt gid tri salt (ngau nhién)

e SO lan 1ap iteration
o Giai thuat :

key = hash (password + salt)
for 1 to iteration - 1 do
key = hash(key + salt)

o Chu y: phép + G day la phép két nai.




M3 hda dua trén mat khiu (PBE)

 Tao PBE
e new Cipher("PBEWith<ham bam>And<ma hda>")
e Vidu:
e //Dit liéu dung dé tao khoéa
e byte[] salt = {12, 13, 14, 15, 16, 17, 18, 19};
e int nb iter = 10; //sé vong lip
* specParam = new PBEParameterSpec(salt, nb iter);
e //Tao khéa bi mat tw mat khiu
e specKeyPBE = new PBEKeySpec (read password()) ;
e factor = SecretKeyFactory.getInstance (“"PBEWithMD5AndDES") ;
e SecretKey key = factor.generateSecret (specKeyPBE) ;
e //Tao va khéi dong bd ma héda
e Cipher cipher;
e cipher = Cipher.getInstance (“"PBEWithMD5AndDES”) ;
e Cipher.init (Cipher.ENCRYPT MODE, key, specParam);
e //Ma hoéa
e byte[] plain = “bang rdé”.getBytes() ;
e byte[] encrypted = cipher.doFinal (plain);




Toan ven dir lieu (Integrity)

Chuyén $100 cho TK 123-
456-789

Chuyén $5000 choTK 123-
456-789




Toan ven dir lieu (Integrity)
o GOi
e GJi dinh kem theo thong diép mot
ban bam cua no
e Nhan
e Bam thong diép va so sanh vdi ban

bam di kem

G

@ @4}




Toan ven dir lieu (Integrity)

Chuyén $5000 choTK 123-

456-789




Toan ven dir lieu (Integrity)

o GOi

e GJi dinh kem theo thong diép mot ban bam cua né
« Mat hoa ca thong diép va ban bam bang khéa
cong cong cua ngu'di nhan

0 4

/A\
)

/

=

Z

lyc’//?‘\

\

=\




Toan ven dir lieu (Integrity)

Chuyén $100 cho TK 123-
456-789 22N\
& ~
Chuyen $5000 choTK 123-
456-789




Ma chu'ng thuc thong diép

SENDER RECEIVER
MESSAGE MESSAGE
MAC MESSAGE MAC
Key (K)— Algorithm o Algorithm
MAC MAC

MAC:

Message Authetication Code

—»@4— MAC
v

If the same MAC is found: then
the message is authentic and
integrity checked

Else: something is not right.

Ca hai str dung chung khoa bi mat K




Message Authentication Code - A

MAC

e MAC = ham bam hoat dong
vOi mot khoa bi mat

o Giai thuat
e RIPE-MAC
e IBC-Hash
e Hmac-MD5
e Hmac-SHA1




HMAC — giai thuét

o« HMAC, (M) = H[(K* xor opad) || H[(K* xor ipad)
[[ M]]
o VOi
e H = ham bam bat ky
e M = thong diép dau vao
e K = khoa bi mat
e K+ = khéda dudc thém cac bit 0 vao bén trai dé
dugc khoi 512-bit
e ipad = 00110110
e opad = 01011100




LSp MAC

e Tao mot doi tuong MAC

e MAC mac = MAC.getInstance("Hmac-SHA1");
 //Tao khoa

e SecretKey key;

o byte[] data_key = ...d{ liéu dé tao khéda

e Key = new SecretKeySpec(data_key, “Hmac-

SHA1");

e byte[] data = ...d{T li€u mudn ma hoa

e mac.init(key);
e //Bam

e mac.update(data);

e byte[] result = mac.doFinal();

o
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Chu ky dien tu
o Chir ky dién t (Digital signature) dam bao
o Authentication
e Integrity
e Non-repudiation
e Nguyén ly, Alice mudn “ky” vao thong diép m cua minh, co ta sé:
» m& héa m bang khda bi mat ciia minh dé nhén dugc ban m3
{m}K_private
e Thong diép <m, {m} ,vate > la thdng di€p m dugc ky bdi Alice.
e Chir ky dién tur {M }_private chi cé the dugc tinh toan bai Alice vi ¢
ta st dung khda bi mat ctia minh, vi vy s& dam bao dudgc:
e Ching thuc (authentication): thong diép nay dugc Alice ky

e Khong tu chdi trach nhlem (Non repudlatlon) Alice khéng thé

choi bo viéc ky nay vi ngoai cd ta khoéng ai co thé “ky” dugc “chir
ky” nay.




Chu ky dien tu
o Kiém tra chir ky dién tur

e Khi nhan dugc thong diép <m, {m}y private™> dUOC Alice
ky

e Ta giai ma chir ky {M i private bang khoa cong khai cua
Alice d& nhan dugc ban ro m".

e S0 sanh m vGi m’. Néu m = m’ thi thong di€ép nay chinh
la cua Alice va no khong bi stra doi. Tinh chat nay dam
bao tinh toan ven di liéu (integrity) cua viéc gai-nhan
dir liéu.

e TOi Uu hoa chir ky dién tu:

« P& trdnh m3 hda toan bd théng diép m bang khda bi
mat (thudng mat thai gian), ta chi ma hdéa ham bam cua
n6 H(m) dé nhan dugc {H(mM) } private-




