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NOi dung

» TONg quan
« Phan phoi khoa cong khai
» Phan phoi khoa bi mat

 Trao doi khda véi Diffie-Hellman




TOng quan

Viéc phan phoi khoa s’ dung ma hda khoa cong
khai trong 2 ngit canh:
« Phan phdi khoa cong khai
e Thong bao rong rai (public announcement)
e Thu muc cong cong (publicly avalable directory)
» ThAdm quyén phan phdi khda (public-key authority)
e Chirng chi khoa cong cong (public-key certificates)
e Phan phdi khoa bi mat
e Phan phoi don gian (simple secret key distribution)

e Phan phai vdi tin cay va ching thuc (secret key
distribution with confidentiality and authentication)




Phan phoi khoa cong cong




Thong bao rong rai

» Ngusi tham gia vao hé thong (da thong nhat mot
giai thuat ma hoa, vi du RSA) gaéi khoa cong khai
dén tat ca moi nguai.

» Khuyét diém
» Ngusi gia dang c6 thé mao danh mdt ai d6 trong hé

thong
e Phai mat mot thai gian dé cd thé phat hién cé ké
mao danh = mat kha nhiéu thong tin




Thu muc cong cong

Viéc quan ly va bao tri khéa dugc dam nhiém bdi mét to
chirc tin cay.
Quy trinh hoat dong

1.

Nha tham quyén (authority) duy tri mdt thu’ muc gébm cac muc cé
dang {<dinh danh>, <khda cong cong>}

Ngudi tham gia dang ky mot khoa cong khai. Viéc dang ky phai
dudc bao mat.

Ngudi tham gia cd thé thay thé khda cii vao bét ky IGc nao (khda
cong khai da s’ dung lau hoac bi [0 khoa bi mat)

Theo dinh ky, nha thdm quyén cdng khai hodc cdp nhat toan bd thu
muc.

Ngudi tham gia cd thé truy cép thu muc truc tuyén >thdng tin lién
lac can dudc ching thuc (?).

/




Thu muc cdng cong

» Khuyét diém:
o NEu ké tan cong c6 dudc khda bi mat cia nha tham
quyén > cd thé gia mao khda bi mat cla cac ngudi
tham gia.




Tham quyén phan phdi khéa

Phan phoi khoa sé an toan hon bang cach ap dung chat ché
viéc diéu khién 18y khda tUr thu muc.
Trudc tién, nha thdm quyén cdng khai khda cdng cong cla
minh. Ti€p theo, quy trinh phan phoi khoa nhu sau:
1. A gdi mot thong di€ép gom nhan thdi gian (timestamp) va yéu cau
(request) dén nha thdm quyén, yéu ciu gdi khda cdng cong cua B.
2. Nha thadm quyén tra I8i bang mot thdng diép dudgc ma hda bang
khoa ca nhan K. A can dugc dam bao rang thong diép dén tur
nha thdm quyén. Théng diép gom co:
Khéa cong cong K, A dung dé€ mé hoéa thdng diép gai cho B.

Request ban dau, A dung d&i sanh vdi request trudc d6 va kiém tra xem
request co bi thay doi khong.

Nhan thdi gian ban dau, A cd thé xac dinh day khdng phai la thong diép
cl va chlra khda hién thoi cua B.




Tham quyén phan phdi khéa

3. Aluu khéa Kps, dung ma héa thong diép bao
gom mot dinh danh cua A (ID,) va mot gia tri N4
(nonce) sU’ dung duy nhat trong lan giao dich
nay.

. B lay khda cong khai cua A (giong B1 va B2)

5. B gdi mot thong diép dén A, dugc ma hda bang
Koa, bao gom gia tri N; cua A va gia tri N, dudc B
tao ra. Vi chi B c6 thé giai ma thong diép & B3 va
su’ hién dién cia N; ddm bao A rang ngudi lién
lac chinh la B.

6. A gdi lai N, ma hdéa bang K,g, dam bao B rdng
ngudi lién lac la A.

Hai buéc 5 va 6 dudc yéu cau dé dam bao tinh bao
mat.




Tham quyén phan phdi khéa

» 4 buGc dau cd thé chi thuc hién 1 [An. Cac khoa
sé dugc luu trit lai cho viéc st dung vé sau. Ky
thuat nay dudc goi la caching.

» Ngudi dung can lam tuai (refresh) cac khoa dé
cap nhat cac khoa hién thdi.

» Khuyét diém: bottleneck




Ching chi khoa cong cong

o Chu’ng chi dugc sir dung dé trao doi khda glu’a cac nguoi
dung, khong can lién lac vdi nha tham quyén.

» MOi chiing chi chira mét khda cong cong va cac thong tin
khac dugc tao ra bdi mot nha tham quyen cung cap
chitng chi (certificate authority). Cac yéu cAu can dat:

o Bat c(r ai cling cd thé doc chiing chi dé xac dinh tén va
khoa cong khai cua ngudi s6 hiru.

o Bat c(r ai cling cd thé kiém tra ngudn goc cua ching chi.

o Chi cé nha thdm quyén cd thé tao va cip nhat chdng chi.

° Bﬁ"t cr ai cling cd thé kiém tra thdi gian Ivu hanh cua chidng
chi.




Ching chi khoa cong cong
e Quy trinh thuc hién:

1.

3.
4.

A cung cap khda cdng khai cho nha tham quyén

dé yéu cau mot chirng chi. Cong viéc nay phai

dugc bao mat.

Nha tham quyén cung cdp chirng chi dudi dang
Ca= Exsauth[ T,IDa,Koal (KsAuth la khoa bi mat

cua nha tham quyén)

A gdi chi'ng chi nay dén B (ndi can giao tieép).

B tinh [ai (T,ID4, pA) DKpAuth[CA] Vi chu’ng chi

co thé doc dugc chi vGi khoa cong khai ciia nha

thdm quyén > xac dinh dugc ngudn gbc. T dung

dé xac thuc tinh hién thdi clia khda.




Ching chi khoa cong cong

« Nhan thdi gian T la can thié€t trong truong hgp
khoa bi mat cua A bi 10. A can tao khdoa mdi va
cap nhat lai chi'ng chi.

» T thudng dudc dung dé xac dinh ngay hét han
cua chung chi.




Phan phoi khoa bi mat




Phan phoi don gian
e Quy trinh thuc hién:

1.

A tao cap khoa Kpa/Kg, goi mot thong diép dén B
bao gom K, va dinh danh ID,

B tao khda bi mat K, ma hda bang Ky, va géi
dén A

A tinh Dyea[ExpalKs]] d€ phuc hoi khda bi mét.
Sau khi sir dung xong cap khoa K;/Ksa dugc huy
bo ¢ ca 2 phia.




Phan phoi don gian

 Phudng phap nay van cd 16 hdng:

1.

4.

5.

A tao cap khoa Kpa/Kg, goi mot thong diép dén B
bao gom K, va dinh danh ID,

E can thiép vao thong diép, tao cap khoa Kye/Kee
va gGi Kpe || ID

B tao khda bi mat K, ma hda bang K¢ va gdi
dén A

E lai can thiép vao thong diép, biet dugc K.

E gGi ExoalKs] dén A.

Ca A va B déu khong biét E co dugc K..




Phan phdi vai tin cay va ching thuc

e Gia sU A va B déu biét dudc khoa cong cong cua
nhau thdng qua mot giao thic trao doi khéa nao dé

e Quy trinh thuc hién

1. Adung K,z d€ ma héa thong diép bao gom ID, va gia tri
N; (nonce), chi st dung duy nhat trong giao dich nay.

2. B gdi thong diép dugc ma hda bang K, bao gom N; va N,
do B tao ra. Vi chi co6 B ma hoa dudc thong diép & B1 va
su cO mat cia N; dam bao A rang nguGi dang giao tiép la
B.

3. A gdilai Ny, ma hda véi K.

4. Atao khoa Ksva g6i M = Ey,g[Exsa[Ks]] cho B. Ma hoa véi
Kos dam bao chi c6 B doc dugc. Ma hda vai Ky dam bao
chi co A gai thong diép nay.

5. B tinh lai Ks=Dyoa[Ksa[M1].
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Trao doi khda Diffie-Hellman




Diffie-Hellman

e DH khong phai la %Ial thuat ma hoa, DH ap dung ky
thuat khoa cong khai d€ tao khda bi mat cho giai
thuat ma hda d0| xung.

e Giai thuat
e 3, g hguyén tb cho trudc.
e A va B chon 2 s6 bi mat X, va Xz < g
e Y, =3 modqg
e Yz = a*® mod g
e K= (YB)XA mod q = (YA)XB mod g
» Cac gia tri X thudng co db dai 160 bits dé€ dam bao
tinh an toan.
» Khuyét diém: replay attack
e Cho vi du




