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Tao mot ngudi dung mai

Nhom lam viéc

Cac tap tin cau hinh

Cac tuy chon cua lénh

Thay doi tai khoan va thiét 1ap mac dinh




Tao ngudi dung mdi

Budc 1: tao mot tai khoan mdi

useradd [options] login-name

useradd —D sé liét ké cac tuy chon
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel

Cac thong tin nay cling co thé xem & /etc/default/useradd

Budc 2: kich hoat tai khoan vdi 1 password
passwd /ogin-name




Nhom lam viéc

Moi user mai s€ dugc gan vao mot nhom chinh. Co 2
quy uoc ve nhom:

Theo cach co dién, nhom chinh cua tat ca cac users déu giong
nhau, goi la users €6 id nhdm I3 100

Theo UPG (users private group), m0| user s& co mot nhom
chinh riéng ctia no, id cia nhom nay cd thé tir 500 dén 60000
MOt user cO thé thudc vé 1 hay nhi€éu nhom. Tuy
nhién tai mot thdi diém chi cé 1 nhdm ¢o hiéu Iuc.

Danh sach cac nhom ma mot user thudc vé co thé
dugc xem bang Iénh groups hoac /d.




Tao mot nhom mai
groupadd <new-group>

Thém (bdt) 1 user vao (ra kh0|) nhom: cong cu gpasswd
cho phep thém/bot mot user vao mot nhom dé cac user
nay co thé dang nhap dung chung 1 password nhung vi ly
do bao mat nén tinh nang nay khong con tac dung nira.

Thém user toto vao nhdm devel
gpasswd -a toto devel

Thay doi tam thdi nhém chinh clia ngudi dung hién hanh:
newgrp <group>

Vi du: newgrp toto



Cac tuy chon

-c : chu thich (Tén day du)

-d : dudng dan tdi thu muc home

-m: tao thu muc néu khong ton tai

-g : nhom chinh (GID). GID phai co ro0i

-G : danh sach cic nhdm, cach nhau bang d&u phay
-u : UID

-s : shell mac dinh (vi du: /bin/bash)

-p : password (dugc ma hoa su dung giai thuat md5)
-e : ngay hét han s dung

=k : thu muc skel

-n : t3t mo6 hinh nhom UPG

groupadd:
-g : gan GID




Tap tin cau hinh

Tén cua tat ca cac users trong hé thong dugc luu trong
/etc/passwd. Cau truc cua tap tin nay nhu sau:
1. Login nhame

. Password (hodc x néu dung tap tin shadow)
UID
. GID

MO ta vé user
. Thu muc home
7. Shell str dung
7 trudng nay cach nhau bang dau hai cham “:”, vi du:

george:$1$K05gMbOv$b7ryoKGTd2hDrW2sT.h:Dr G
Micheal:/home/georges:/bin/bash
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Tap tin cau hinh

Pé gidu password dd ma hda, chlng ta co thé dung tap tin
shadow:

/usr/sbin/pwconv (passwd -> shadow)

/usr/sbin/pwunconv (shadow -> passwd)

Tuong tu nhu user, thong tin vé nhdm dugc luu trir trong
/etc/group.

1. Tén nhém
2. Password cia nhom (hoac x néu dung gshadow)

3. GID
4, Danh sach cac thanh vién dugc ngan nhau bang dau phay ',
Vi du:

java:x:550:jade, eric, rufus

St dung tap tin shadow:
/usr/sbin/grpconv tao tap tin/etc/gshadow
/usr/sbin/grpunconv xda tap tin gshadow




Tap tin cau hinh

Tap tin /etc/login.defs chira cac thong tin vé:
Thu muc mail spool: MAIL_DIR

Piéu khién thdi han cho password: PASS_MAX_DAYS, PASS_MIN_DAYS,
PASS_MAX_LEN, PASS_WARN_AGE

Gia tri max/min cho UID tu dong trong Iénh useradd: UID_MIN, UID_MAX
Gia tri max/min cho GID tu dong trong 1énh groupadd:GID_MIN, GID_MAX
Tao thu muc home tu dong trong Iénh useradd: CREATE_HOME

Thu muc /etc/skel chira cac tap tin mac dinh sé dugc copy
vao thu muc home: .bashrc, .bash_profiles, .




Thay doi tai khoan

usermod [OPTIONS] login-name:
-d : thu muc home
-g : nhom chinh
-l : tén dang nhap
-u : UID
-s : shell mac dinh
groupmod [OPTIONS] group-name:
-g : GID
-n : tén nhom




Thay doi tai khoan

Khoa tai khoan
passwd -| login-name
usermod -L login-name

MG khoa tai khoan:
passwd -u login-name
usermod -U login-name
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Mac dinh password s& hgp I€ trong 99.999 ngay, hay
2739 nam (default PASS_MAX DAYS)

User sé€ dugc canh bao trong vong 7 ngay trudc khi
password hét han s dung (default
PASS_WARN_AGE) véi thong bao sau khi dang nhap
vao hé thong:

Warning: your password will expire in 6 days
Ngoai ra con co mot chinh sach khac nira cho
password goi la PASS_MIN_DAYS. Day la s6 _ngay toi
thleu trudc khi user co thé ddi password; mac dinh
giatrinay =0




Thay déi han st dung

Lénh chage cho phép ngudi quan tri thay doi cac tinh nang
trén

chage [ -l ][ -m min_days ] [ -M max_days ] [ -W warn ] [ -I inactive
?[ -E expire ] [ -d last_day ] user

Trong tyy chon -d, ngay duoc, viét dudi dang UNIX (ngay dugc
biéu “dien bang s6 ngay ké tUr ngay 1/1/1970) hay dang
YYYY/MM/DD

Cac gia tri nay dugc luu G tap tin /etc/shadow, chung ta thé
thay ddi truc ti€p trén tap tin nay

X0a mot user:
userdel [option] </ogin-name>




14

Dang nhap vao hé thong dugdc quan ly bang tai khoan
ngudi dung (login name) + mat khau (password)

Thay d6i mat khau

passwd

Liét ké tat ca cac nguGi dung dang dang nhap vao hé
thong

who

Xem ngudi dung hién hanh

whoami

Chuyén ngudi dung (switch user)

Su
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