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Quyén truy xuat

Tat ca cac phan tu cua cay thu muc déu dugc gan 3 quyén
truy xuat:

Poc (read) r

Ghi (write) W

Thuc thi (execute) X

cho 3 nhdm ngudi dung
Chu s@ hitu (user)

Nhom s& hitu (group)

NguGi khac (others)

Tat ca (all) a

Vi du, mot file dudc gan quyén: rwx r-x r--
Chu sé hitu dudc quyén doc, ghi, thuc thi

Nhom sé hitu dudc quyén doc va thutc thi

Nhirng ngudi khac chi dugc quyén doc

O uQu Cc




Quyén truy xuat

Thay doi chu sé hiiu

Thay d6i chu sé hiu

chown <user> <file>

Vi du: chown pnkhang data

chown <user>:<group> <file> (cd thé sir dung d&u . thay cho )
Vi du: chown pnkhang:develop data

Thay doi nhdm s hitu
chgrp group file
Vi du: chgrp admin data

Ghi chu:
Chi ¢6 root mdi cé quyén thay déi chd s& hitu

Chu s6 hitu c6 quyén thay doi nhdm sd hitu néu anh ta thudc vé
nhom sG huu mai




Quyén truy xuat

Thay doi quyén truy cap

St dung Iénh:

chmod <ulg|ola><+]|-|=><r|w|x> <tén file>
Vi du:

chmod u+x data (hay chmod u=x data)
chmod o-r data

chmod g=u data

S dung hé bat phan

Quyén = read + write + execue

Vi read = 4, write = 2, execute = 1
chmod 644 data = rw- r-- r--
chmod 755 data = rwXx r-X r-x

Ghi chu: chi co chu sG hitu hodc root méi c6 quyén thay
doi quyén truy cap




Quyén truy xuat

Quyén truy cap mac dinh (khi tao file hoac thu muc)
Phu thudc vao giad tri cla umask (c6 thé xem gid tri nay bang 1énh
umask)
Quyeén truy cap file = 666 AND (NOT umask)
Quyén truy cap thu muc = 777 AND (NOT umask)
Vi du: néu umask = 022, quyén truy cap mac dinh khi tao file sé la:
666 AND (NOT 022) = 666 AND 755 = 644
va quyeén truy cap mac dinh khi tao thu muc s€ la:
777 AND (NOT 022) = 777 AND 755 = 755
Ghi chu: cac phép toan AND, NOT dudgc thuc hién trén cac
sO nhi phan, vi du:
NOT (022) = NOT (000 010 010) = 111 101 101 =755
666 AND 755 = (110 110 110) AND (111 101 101) = 110 100 100 = 644




Quyén truy xuat

Tru‘&fng hdp dac biét:
Tat ca cac thao tac trén file dugc diéu khién bang 3 quyén cg
ban: r, w, X

Tao mot file = thém mot muc (inode, tén file) vao mot thu
muc = Do dd, dé tao dudc file moi ta phai co quyén ghi
(w) trén thu muc chira file nay

Tu’dng tu cho viéc doi tén (rename) va xo0a file (delete)

Nhu vay, mudn xoa mot file ta chi can c6 quyén ghi (w) trén
Hur muc chira file can x6a ch(f khong can quyén ghi trén
ile can xo0a

Chu y:

B6i v6i mot thu muc, quyén thuc thi (x) sé cho phep di vao bén trong thu
muc nay (Iénh cd chang an)

DPOoi vai tap tin binh thudng, quyén x khong co y nghia gi ca




DOi vai cac file thuc thi, ngoai 3 quyén cho 3 nhom
nguGi dung (u, g, o), con co them 3 quyen khac
nua:

Quyén SUID (SUID bit): u+s hay 4
Quyén SGID (SGID bit): g+s hay 2
CG giGi han x0a hay Sticky bit: t hay 1

Chuy:

CS thé két hgp SUID, GUID va Sticky thanh mdt con s6 bat phan, vi du
dat SUID (4), va sticky bit (1) >4+ 1=5

Khong thé xda cac bit nay dung cac s6 bat phan ma chi cd thé xéa bang
cach su dung cac ky tu, vi du: chmod u-s data

Néu bit SUID, hodac SGID dugc dat, khi xem quyén truy cap cua moét file
hay thu muc (lenh Is -I) ta se thay x chuyen thanh s



Quyén truy xuat

Quyén SUID (SUID bit):

File: cho phép ngudi dung khac thuc
thi file nay vdi tat ca cac quyén cua
chu s@ hitu

Thu muc: tu ddng ddi chl s hitu cua
file dugc tao ra hodc dugc di chuyen

dén thu muc nay thanh chu sé cla thu
muc

Quyén SGID (SGID bit):
Tuong tu nhu SUID nhung ap dung vdi
quyén cua nhom sa hiru

Vi du:

chmod g+s /bin/wc

chmod 4755 /bin/cat

Sticky bit:
File: [an thuc thi sau sé nap chuong
trinh nhanh hon

Thu muc:

Néu thém quyen t cho thu muc, thi chi co
cht sG hitu mdi cé thé xda/ddi tén bo file
hoac thu muc bén trong thu muc nay

Vi du:
$ mkdir public
$ chmod 777 public
$ chmod +t public
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