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Giéi thiéu
Cay quyét dinh cho phat hién tin cong mang
Két qua thuc nghiém

K&t luan v hudng phat trién
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Gidi thiéu

NGi dung cong viéc thuc hién

Thanh phé\n an toan hé théng

nghién ctu phat hién tin céng mang

xay dung dich vu web hd trg phat hién tin cong

don gian, hiéu qua (chinh xac cao)

>
>

» phat hién thn céng mang véi mé hinh cay quyét dinh

>

» trich lust du bdo => chu hinh hé théng SNORT hay OSSEC

&
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Gidi thiéu

Phat hién tin céng mang

Nghién ctu lién quan

v

ky thi KDDCup 99

tai tr¢ cia DARPA, AFRL va MIT Lincoln Lab.

> tap dif liéu khodng 5 triéu géi két, 41 thudc tinh, hoc dé& phat
hién tan céng mang (tir choi dich vu, etc.)

v

v

tiép can mdy hoc: ciy quyét dinh, may hoc vécto hd trg,
boosting, ritng ngiu nhién, mang ndron, etc.

thing cubc: Bagged boosting (ring cay quyét dinh)

v
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Gidi thiéu

Phat hién tin céng mang

Tai sao KDDCup 99 khé?

dit liéu khdng can bing: top 10 vin dé khé

cac giai thuat dugc thiét k&: d6 chinh xac toan cuc
du bio khéng tbt cho 16p nhd

I6p quan tam: I6p nhd (tAn cong)

vV vVv.v. v Y

gid phai trd cho du bdo sai I6p nhé la cao
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Cay quyét dinh cho phat hién tin céng mang

Cay quyét dinh cho phat hién tin c6ng mang

Gidi thuat cdy quyét dinh C4.5 (Quinlan, 1993)

» xdy dung cay: ham phan hoach st dung Shannon entropy !

Shannen entropy function
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1khéng tinh dén su mht can bing vé 16p (ludn cuc dai taisp=0.5)
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Cay quyét dinh cho phat hién tin céng mang

Cay quyét dinh cho phat hién tin c6ng mang

Cai tién gidi thuat cay quyét dinh C4.5

thay d&i ham phan hoach dif liéu 2

vGi Kolmogorov-Smirnov

cai thién du béo 16p nhd

khéng 1am mAt déng ké du bio I6p 16n

tot hon ca ngudi thing cudc KDDCup 99

trich luat du bdo => chu hinh hé théng SNORT hay OSSEC

vV vV vV vV Vv Y

&

2C4.5 sir dung Shannon entropy, khéng tinh dé&n sy mAt can bing vé-I6p
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Cay quyét dinh cho phat hién tin céng mang

Ham phan hoach cho dif liéu khdng cin bang

Kolmogorov-Smirnov

Probabilty densities Cumulative distributions
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Cay quyét dinh cho phat hién tin céng mang

Vi du véi ham phan hoach dua trén Kolmogorov-Smirnov

Bang: Tap dit liéu khdng can bang

Attribute X | 1| 2| 3| 45| 6| 7| 8| 9|10
#ind. of positive (minority) | 2 11 0] 0| 0| O
#ind. of negative (majority) | 0| 0 2040|1010 10

N
N
N
-

o
=
o
o

Bang: Phan hoach? véi Kolmogorov-Smirnov

Cutpoint (o = 5.5) on attribute X | Left partition | Right partition
#ind. of positive (minority) 9 1
#ind. of negative (majority) 10 90

3Shannon entropy phan hoach tai a = 3.5
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Két qua thuc nghiém

Thiét 13p thuc nghiém

Chuong trinh, gidi thuat

> cay quyét dinh C4.5 sit dung Shannon entropy (C4.5-SE)
» C4.5 sit dung Kolmogorov-Smirnov (C4.5-KS)

» cac gidi thudt khic tur thu vién Weka (Witten & Frank, 2000):
ritng ngdu nhién (Random forest) clia (Breiman, 2001),
Bayes tho ngdy (Good, 1965)

» Bagged boosting clia (Pfahringer, 1999): thing cudc
KDDCup 99
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Két qua thuc nghiém

Thiét 13p thuc nghiém

Dir liéu
» tap dit liéu, nghi thic: KDDCup 99
> tap hoc: 494 021 nbi két
> tap kiém tra: 311 029 nbi két
» 41 thudc tinh: tcpdump
» 5 16p: tir chdi dich vu (DoS), do tim (Probe), etc.
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Két qua thuc nghiém

Thiét 13p thuc nghiém

Bang: M6 ta tap dir liéu KDDCup 99

STT Lép Tap hoc | Tap kiém tra
0 Normal | 97278 60593
1 Probe 4107 4166
2 DoS 391458 229853
3 U2R 52 228
4 R2L 1126 16189
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Két qua thuc nghiém

Thiét 13p thuc nghiém

So sanh dé chinh xac toan cuc, ting 16p va Cost

> M;: s6 ndi két 16p i bi du bdo 13 16p j, cé gid tuong tng C;
va N: t8ng sb nbi két. Cost = & S IM; Gyl

Bang: Ma tran chi phi

Du béo nhu = | 0 (Normal) | 1 (Probe) | 2 (DoS) | 3 (U2R) | 4 (R2L)
0 (Normal) 0 1 2 2 2
1 (Probe) 1 0 2
2 (DoS) 2 1 0 2 2
3 (U2R) 3 2 2 0 2
4 (RoL) g 2 2 2 0
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Két qua thuc nghiém

So sénh két qua

C4.5-SE (%) C4.5-KS (%) | KDDCup99 winning (%) | Random Forests (%) Naive Bayes (%)
0:Normal 99.20 98.14 99.45 98.13 98.90
1:Probe 94.46 94.55 83.32 78.78 83.61
2:DoS 97.22 97.01 97.12 97.35 94.98
3:U2R 8.33 7.90 13.16 11.40 20.18
4:R2L 4.05 20.20 8.40 11.73 10.53
Overall 92.65 93.13 92.71 92.73 91.14
Cost 0.2414 0.2172 0.2331 0.2180 0.2546

C4.5 sir dung Kolmogorov-Smirnov
» cai thién duy bdo I6p nhd, dnh hudng it du bdo 16p 16n => do
chinh xac cao, cost thap nhat

» md hinh mét cay quyét dinh don gian cho két qua tot hon c3
ngudi thing cudc KDDCup 99, ritng ciy phtic tap

» trich lust du bdo => chu hinh hé& théng SNORT hay OSSEC ﬁ*’
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Mb& hinh truc quan ciy quyét dinh
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Két qua thuc nghiém

[ count
EMED cout>64
BB diff srv_rate >0.23
[2 Probe (1469/1)
diff_srv_rate <=0.23
dst_bytes > 1
L@ normal @40je)
EREES dst bytes <=
EHV BB protocol_type =iamp
[+ 2] pos (230711/1)
EH_ BB protocol_type = top
i LA oos (104830/5)
&_|BS protocol_type = udp

i ][ probe (22
B BB src bytes = 14
-C1[@ pos 031

1. NEU
(count > 64) VA
(diff_srv_rate <= 0.23) VA
(dst_bytes <= 1) VA
(protocol_type =icmp)
THI
Do$ (2807111)

[M6 cay]

[Bdng cay]

[Dw bide]

Sir dung:

Bé rit trich luat quyst dinh tir cay,
chi ¢&n nhap chutt vao tirng nit cia
cay. Néu 12 nit 14 thi ta o6 mot ludt
quyét dinh 1a dweng dén tiv nut gde
(Root) @én nit 14 Néu 13 nit trong ta
<6 tap ludt twong img véi cac nit 14
cta nit trong. Doubleclick menu Dy
bao cho phép nhap di ligu cho du
bao

<= Tap luat
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K&t luan va hudng phat trién

Nhan dang tin cdng mang

> cai tién giai thuat cay quyét dinh

» phan hoach dir liéu véi Kolmogorov-Smirnov

» md hinh don gian nhung cho két qua t6t hon ca ngudi thing
cubéc KDDCup 99

» rat trich ludt quyét dinh tuong tng d& hidu

» du bdo truc tuyén

» truy cdp: http://www.phongchongdichhai.org.vn/sec

&
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K&t luan va hudng phat trién

Hudng phat trién

Nhan dang tin cdng mang

» trich luat du bdo => chu hinh hé théng SNORT hay OSSEC
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